Capita/l One’

Fwd: [External Sender] Data Security Breach Notice
1 message

---------- Forwarded message ---------

From: Cyr, Gail <Gail.Cyr@maine.gov>

Date: Thu, Apr 1, 2021 at 9:23 AM

Subject: [External Sender] Data Security Breach Notice

To: jonathan.olin@capitalone.com <jonathan.olin@capitalone.com>

Dear Mr. Olin:

We are in receipt of your updated data security breach notice dated February 26, 2021 regarding Capital One
data breach. Would you please fill out and submit the security breach form online at
https://appengine.egov.com/apps/me/maine/ag/reportingform. This form can also be found on the
Maine Attorney General’s website under Identity theft — then Privacy, identity theft and data security
breaches — then on the right hand side will be “Electronic Maine Security Breach Reporting Form™.

Also, would you please send me an email confirmation when you have submitted the form? Thank you very
much!

Sincerely,
Gail Cyr
R Jonathan Olin
Capital Managing Vice President and Chief Counsel

Enterprise Regulatory Advisory « Legal


mailto:Gail.Cyr@maine.gov
mailto:jonathan.olin@capitalone.com
mailto:jonathan.olin@capitalone.com
https://urldefense.com/v3/__https://appengine.egov.com/apps/me/maine/ag/reportingform__;!!FrPt2g6CO4Wadw!eBpD9IdwRnQdzBc882QsYbME5ZZpNzh8CNLm3zC9NlDTRZuXpKWGcBG751eHF3CiEqBmWQ$

CapitalOne

P.O. Box 30285
Salt Lake City, UT 84130-0285

February 26, 2021

Office of the Maine Attorney General
109 Sewall St
Augusta, ME 04330

Case No. DSE 191404

Dear Attorney General Aaron Frey:

We are writing to provide an update to the notification letter Capital One sent your Office on
August 14, 2019, and the follow-up letter we sent your Office on September 11, 2019, about the
data security incident that Capital One discovered on July 19, 2019, and which occurred on
March 22 and 23, 2019. We are providing this update because we recently determined that the
Social Security numbers of an additional twenty (20) Maine residents were in the data that the
unauthorized individual accessed in 2019, bringing the total number of impacted Maine
residents to one thousand two hundred and thirty-three (1,233). Please allow us to provide a
brief reminder of what occurred in 2019, to explain what we learned recently, and to share the
steps we are taking to notify and protect Maine customers.

As a reminder, the data security incident occurred when an individual outside of Capital One,
without authorization, obtained certain types of personal information about our credit card
customers and credit card applicants. The FBI arrested the unauthorized individual on July 29,
2019, and recovered the stolen data. Capital One understood at the time, and still understands
today, that there is no evidence any of this data was misused or disseminated before the FBI
quickly confiscated the individual’s devices. The unauthorized individual is currently being
prosecuted by the U.S. Department of Justice.

Immediately after the 2019 data security incident, Capital One conducted an analysis with the
assistance of an external third-party expert to determine what information was accessed by the
unauthorized individual. The data elements the unauthorized individual obtained included
names, addresses, and email addresses relating to approximately 98 million consumers.
Fortunately, for the vast majority of these consumers, the Social Security numbers and linked
bank account numbers contained in the exfiltrated data set were tokenized and, therefore,
unreadable by the unauthorized individual or any other third party.

As of August 29, 2019, Capital One determined that the untokenized bank account numbers
and/or Social Security numbers of one thousand two hundred and thirteen (1,213) Maine



Capifa/’()ne'

residents were obtained by the unauthorized individual. As of August 29, 2019, Capital One
sent letters to each of those consumers, explaining what occurred. Capital One also offered
each of the impacted Maine residents two years of credit monitoring services through the
"myTrueldentity" product offered by TransUnion. Further, Capital One provided the impacted
Maine residents with information about how to protect themselves from fraud and identity theft.

Recently, Capital One re-examined the files that were impacted by the 2019 data security
incident using new and more advanced tools. As part of this analysis, we determined that the
untokenized Social Security numbers of an additional twenty (20) Maine residents were among
the data to which the unauthorized individual gained access during the 2019 data security
incident.

At this time, and after performing additional analysis, the Company does not expect that
additional consumers will be notified beyond those previously noticed in 2019 and being
provided notice now. We have attached examples of the customer notifications we are sending
in connection with the personal information that was recently identified.

Even though Capital One understood in 2019, and still understands today, that there is no
evidence any of this data was misused or disseminated before the FBI quickly confiscated the
individual’s devices, each notification letter contains an offer for two years of free credit
monitoring and identity protection with TransUnion's myTrueldentity credit monitoring service, as
well as information about how consumers can protect themselves from fraud and identity theft.
Each letter also contains information about a web page we established and have recently
updated to explain what occurred. Finally, each letter lists the phone number for the dedicated
customer service team trained to handle questions or concerns about this issue.

Capital One remains committed to maintaining high standards for customer service and
customer data security, as well as transparency with our customers and regulators. Upon
learning of the data security incident in 2019, Capital One immediately fixed the issue and
promptly began working with federal law enforcement. We have invested heavily in
cybersecurity and will continue to do so.

If you have any questions, comments or concerns, please contact Jonathan Olin, Managing
Vice President and Chief Counsel, at (202) 596-5804, or Jonathan.Olin@capitalone.com.

Sincerely,



-

Caplta/l()ng

Jonathan Olin
Managing Vice President, Legal, Privacy and Financial Integrity
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Case No. DSE 191404
NOTICE OF DATA BREACH
Dear

We are writing to notify you that your personal information was involved in a data security incident that we
previously announced on July 29, 2019. The incident occurred on March 22 and 23, 2019, and was
discovered by Capital One on July 19, 2019. On January 27, 2021, we discovered that your Social

Security number and name were exposed in this previous data security incident. We know how unsettling
this news can be—please allow us to share more information about what took place.

WHAT HAPPENED

In the 2019 data security incident, an individual outside of Capital One gained unauthorized access to,
and obtained certain types of, personal information about our credit card customers and credit card
applicants. The FBI arrested the unauthorized individual on July 29, 2019, and recovered the stolen data.
We believe, based on the evidence, the stolen data was recovered before it was used or disseminated.
The individual is currently being prosecuted by the U.S. Department of Justice.

Immediately after the 2019 data security incident, we conducted an analysis with the assistance of an
external third-party expert to determine what information was accessed by the unauthorized individual. At
that time, we did not identify you as one of the individuals whose Social Security number was part of the
accessed data.

Recently, Capital One re-examined the files that were impacted by the 2019 data security incident using
new and more advanced tools. As part of this analysis, we determined that your Social Security number
was among the data to which the unauthorized individual gained access.

Even though we do not believe that the individual used your information for fraud or disseminated it, we
are notifying you of this incident.

WHAT INFORMATION WAS INVOLVED
The personal information obtained by the individual included your name and Social Security number and
also may have included your date of birth, contact information, and other customer and credit data.

WHAT ARE WE DOING

As a precaution, we’re offering you two years of credit monitoring and identity protection with
TransUnion’s myTrueldentity credit monitoring service at no cost to you. You can sign up for this service
by using the enclosed code and instructions any time before June 06, 2021. Due to privacy laws, we
cannot register you directly. This service will not auto-renew.

64815 OID# 31271
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HOW TO ENROLL IN CREDIT MONITORING
As noted above, we have arranged for you to enroll, at no cost to you, in an online three-bureau credit
monitoring service run by TransUnion® called myTrueldentity for two years provided by TransUnion
Interactive, a subsidiary of TransUnion, one of the three nationwide credit reporting agencies.

e To enroll in this service, go to the myTrueldentity website at www.mytrueidentity.com and in
the space referenced as “Enter Activation Code”, enter the following unique 12-letter
Activation Code I 2d follow the three steps to receive your credit monitoring
service online within minutes.

e If you do not have access to the intemet and wish to enroll in a similar offline, paper based, credit
monitoring service, via U.S. Mail delivery, please call the TransUnion Fraud Response Services
toll-free hotline at 1-855-288-5422. When prompted, enter the following 6-digit telephone pass
code N and follow the steps to enroll in the offline credit monitoring service, add an
initial fraud alert to your credit file or to speak to a TransUnion representative if you believe you
may be a victim of identity theft. TransUnion representatives are available Monday-Friday,
8a.m-8 p.m. ET.

e Once you are enrolled, you will be able to obtain two years of unlimited access to your
TransUnion credit report and credit score. The three-bureau credit monitoring service will notify
you if there are any critical changes to your credit files at TransUnion®, Experian® and Equifax®,
including fraud alerts, new inquiries, new accounts, new public records, late payments, change of
address and more. The service also includes access to an identity restoration program that
provides assistance in the event your identity is compromised to help you restore your identity
and up to $1,000,000 in identity theft insurance with no deductible. (Policy limitations and
exclusions may apply.)

e You can sign up for the online or offline credit monitoring service any time between now and
June 06, 2021. Due to privacy laws, we cannot register you directly. Please note that credit
monitoring services might not be available for individuals who do not have a credit file with
TransUnion, Experian or Equifax, or an address in the United States (or its territories) and a valid
Social Security number. Enrolling in this service will not affect your credit score.

e If you have questions about your online credit monitoring benefits, need help accessing your
credit report or passing identity verification, please contact the myTrueldentity Customer Service
Team toll-free at: 1-844-787-4607, Monday—Friday: 8 a.m.—9 p.m., Saturday—Sunday: 8 a.m.-5 p.m. ET.

e Special note for minors affected by this incident: The same services referred to above may
not be available to affected minors. As an alternative, parents/legal guardians can check to see if
your child may be a victim of identity theft by using TransUnion’s secure online form at
www.transunion.com/childidentitytheft to submit your information so TransUnion can check their
database for a credit file with your child’s Social Security number. After TransUnion’s search is
complete, they will respond to you at the email address you provide. If they locate a file in your
child’s name, they will ask you for additional information in order to proceed with steps to protect
your child from any impact associated with this fraudulent activity.
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NOTICE OF DATA BREACH

Dear

We are writing to notify you that your personal information was involved in a data security incident that we
previously announced on July 29, 2019. The incident occurred on March 22 and 23, 2019, and was
discovered by Capital One on July 19, 2019. On January 27, 2021, we discovered that your Social

Security number and name were exposed in this previous data security incident. We know how unsettling
this news can be—please allow us to share more information about what took place.

WHAT HAPPENED

In the 2019 data security incident, an individual outside of Capital One gained unauthorized access to,
and obtained certain types of, personal information about our credit card customers and credit card
applicants. The FBI arrested the unauthorized individual on July 29, 2019, and recovered the stolen data.
We believe, based on the evidence, the stolen data was recovered before it was used or disseminated.
The individual is currently being prosecuted by the U.S. Department of Justice.

Immediately after the 2019 data security incident, we conducted an analysis with the assistance of an
external third-party expert to determine what information was accessed by the unauthorized individual. At
that time, we did not identify you as one of the individuals whose Social Security number was part of the
accessed data.

Recently, Capital One re-examined the files that were impacted by the 2019 data security incident using
new and more advanced tools. As part of this analysis, we determined that your Social Security number
was among the data to which the unauthorized individual gained access.

Even though we do not believe that the individual used your information for fraud or disseminated it, we
are notifying you of this incident.

WHAT INFORMATION WAS INVOLVED
The personal information obtained by the individual included your name and Social Security number and
also may have included your date of birth, contact information, and other customer and credit data.

WHAT ARE WE DOING

As a precaution, we’re offering you two years of credit monitoring and identity protection with
TransUnion’s myTrueldentity credit monitoring service at no cost to you. You can sign up for this service
by using the enclosed code and instructions any time before June 06, 2021. Due to privacy laws, we
cannot register you directly. This service will not auto-renew.
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HOW TO ENROLL IN CREDIT MONITORING
As noted above, we have arranged for you to enroll, at no cost to you, in an online three-bureau credit
monitoring service run by TransUnion® called myTrueldentity for two years provided by TransUnion
Interactive, a subsidiary of TransUnion, one of the three nationwide credit reporting agencies.

e To enroll in this service, go to the myTrueldentity website at www.mytrueidentity.com and in
the space referenced as “Enter Activation Code”, enter the following unique 12-letter
Activation Code I 2 d follow the three steps to receive your credit monitoring
service online within minutes.

e If you do not have access to the intemet and wish to enroll in a similar offline, paper based, credit
monitoring service, via U.S. Mail delivery, please call the TransUnion Fraud Response Services
toll-free hotline at 1-855-288-5422. When prompted, enter the following 6-digit telephone pass
code N and follow the steps to enroll in the offline credit monitoring service, add an
initial fraud alert to your credit file or to speak to a TransUnion representative if you believe you
may be a victim of identity theft. TransUnion representatives are available Monday-Friday,
8a.m-8 p.m. ET.

e Once you are enrolled, you will be able to obtain two years of unlimited access to your
TransUnion credit report and credit score. The three-bureau credit monitoring service will notify
you if there are any critical changes to your credit files at TransUnion®, Experian® and Equifax®,
including fraud alerts, new inquiries, new accounts, new public records, late payments, change of
address and more. The service also includes access to an identity restoration program that
provides assistance in the event your identity is compromised to help you restore your identity
and up to $1,000,000 in identity theft insurance with no deductible. (Policy limitations and
exclusions may apply.)

e You can sign up for the online or offline credit monitoring service any time between now and
June 06, 2021. Due to privacy laws, we cannot register you directly. Please note that credit
monitoring services might not be available for individuals who do not have a credit file with
TransUnion, Experian or Equifax, or an address in the United States (or its territories) and a valid
Social Security number. Enrolling in this service will not affect your credit score.

e If you have questions about your online credit monitoring benefits, need help accessing your
credit report or passing identity verification, please contact the myTrueldentity Customer Service
Team toll-free at: 1-844-787-4607, Monday—Friday: 8 a.m.—9 p.m., Saturday—Sunday: 8 a.m.-5 p.m. ET.

e Special note for minors affected by this incident: The same services referred to above may
not be available to affected minors. As an alternative, parents/legal guardians can check to see if
your child may be a victim of identity theft by using TransUnion’s secure online form at
www.transunion.com/childidentitytheft to submit your information so TransUnion can check their
database for a credit file with your child’s Social Security number. After TransUnion’s search is
complete, they will respond to you at the email address you provide. If they locate a file in your
child’s name, they will ask you for additional information in order to proceed with steps to protect
your child from any impact associated with this fraudulent activity.

64817 OID# 31271
FM414323

© 2021 Capital One. Capital One is a federally registered service mark.












C , P.O. Box 30285

apifa/l One‘” Salt Lake City, UT 84130-0285

26 de febrero de 2021

Nuamero de Caso DSE 191404
AVISO DE ACCESO NO AUTORIZADO A INFORMACION CONFIDENCIAL

Estimadoa) [

Le escribimos para notificarle que su informacion personal estuvo involucrada en un incidente de seguridad
de datos que anunciamos anteriormente el 29 de julio del 2019. El incidente ocurrié el 22 y el 23 de marzo
del 2019 y fue descubierto por Capital One el 19 de julio del 2019. El 27 de enero del 2021 descubrimos que
su namero de Seguro Social y su nombre fueron expuestos en ese incidente de seguridad de datos anterior.
Sabemos que esta noticia puede ser inquietante. Por favor permitanos compartir mas informacién sobre lo
que sucedio.

QUE SUCEDIO

En el incidente de seguridad de datos del 2019, una persona ajena a Capital One tuvo acceso no autorizado
y obtuvo ciertos tipos de datos personales sobre nuestros clientes de tarjeta de crédito y solicitantes de
tarjetas de crédito. El FBI arrestd a la persona no autorizada el 29 de julio del 2019 y recuperé la informacion
robada. Creemos, con base en las pruebas existentes, que la informacién robada se recuper6 antes de que
fuera utilizada o difundida. La persona esta siendo procesada actualmente por el Departamento de Justicia
de los Estados Unidos.

Inmediatamente después del incidente de seguridad de datos del 2019, llevamos a cabo un analisis con la
ayuda de un experto externo independiente para determinar a qué informacién tuvo acceso la persona no
autorizada. En ese momento, no le identificamos a usted como una de las personas cuyo nimero de Seguro
Social fue parte de la informacién a la que se obtuvo acceso.

Recientemente, Capital One reexaminé los archivos que se vieron afectados por el incidente de seguridad
de datos del 2019 usando herramientas nuevas y mas avanzadas. Como parte de este analisis,
determinamos que su numero de Seguro Social estaba entre los datos a los que tuvo acceso la persona
no autorizada.

Aunqgue no creemos que la persona uso su informacién para cometer fraude ni que la haya divulgado, le
estamos notificando sobre este incidente.

QUE INFORMACION FUE AFECTADA

La informacién personal obtenida por la persona incluye su nombre y su numero de Seguro Social y también
puede que haya incluido su fecha de nacimiento, informacién de contacto y otros datos del cliente y

de crédito.
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FM414323

© 2021 Capital One. Capital One es una marca de servicios registrada a nivel federal.



QUE ESTAMOS HACIENDO

Como medida de precaucion, le estamos ofreciendo dos afios de monitoreo de crédito y proteccion de
identidad con el servicio de monitoreo de crédito myTrueldentity de TransUnion, sin costo alguno para
usted. Usted puede inscribirse en este servicio usando el codigo y las instrucciones que se incluyen aqui en
cualquier momento antes del 06 de junio del 2021. Debido a las leyes de privacidad, nosotros no podemos
inscribirle directamente. Este servicio no se renovara automaticamente.

Ademas, queremos informarle que tan pronto nos enteramos del incidente en el 2019, Capital One
solucion6 el problema de inmediato y rapidamente comenz6 a trabajar con las autoridades federales.
Hemos invertido mucho en la seguridad cibernética y continuaremos haciéndolo. También hemos usado lo
que aprendimos de este incidente para fortalecer ain mas nuestras defensas cibernéticas.

LO QUE USTED PUEDE HACER
Ademas de inscribirse en el servicio de monitoreo de crédito, hemos incluido una lista de recursos que
pueden ayudarle a protegerse contra el posible uso indebido de su informacion personal.

PARA MAS INFORMACION

Sabemos lo importante que es su privacidad, y lamentamos cualquier inquietud o inconveniente que esto
pueda ocasionarle. Queremos dejarle saber que estamos aqui para ayudarle y puede hacernos cualquier
pregunta. Hemos establecido y dedicado un sitio web en www.capitalone.com/digital/facts2019/es/.
También puede llamarnos al 1-844-388-8999. Nuestro equipo de apoyo esta disponible para responder a
sus preguntas y atender sus necesidades, 24 horas al dia, 7 dias a la semana.

Atentamente,

Capital One



COMO INSCRIBIRSE EN MONITOREO DE CREDITO
Como se menciond anteriormente, hemos acordado que usted se inscriba por dos afios, sin costo alguno
para usted, en un servicio de monitoreo de crédito de tres agencias por internet administrado por
Transunion® llamado myTrueldentity, ofrecido por TransUnion Interactive, una subsidiaria de TransUnion,
que es una de las tres agencias de informacién de crédito a nivel nacional.

e Para inscribirse en este servicio, visite el sitio web de myTrueldentity en www.mytrueidentity.com
(servicio disponible en inglés Unicamente) y en el espacio que se indica como “Enter Activation
Code” (Ingresar Cédigo de Activacion), ingrese el siguiente Cédigo de Activaciéon Unico de
12 letras N Y sio2 |os tres pasos para recibir su servicio de monitoreo de crédito
por internet en unos minutos.

e Si no tiene acceso a intemet y desea inscribirse en un servicio de monitoreo de crédito similar en
formato impreso y sin conexién, a través del servicio de Correo postal de EE.UU., por favor llame
gratis a la linea de ayuda de TransUnion Fraud Response Services al 1-855-288-5422 (servicios
en inglés unicamente). Cuando se le pida, ingrese el siguiente cédigo de acceso telefonico de 6
digitos |l Y siga los pasos para inscribirse en el servicio de monitoreo de crédito sin
conexion a intemet, agregue una alerta de fraude inicial a su expediente de crédito o hable con un
representante de TransUnion si cree que es posible que sea una victima de robo de identidad.
Los representantes de TransUnion estan disponibles de lunes a viernes, de 8 am. a 8 p.m,,

Hora del Este.

e Una vez que se inscriba, podra obtener dos afios de acceso ilimitado a su reporte de créditoy a
su puntaje de crédito suministrados por TransUnion. El servicio de monitoreo de crédito diario de
las tres agencias le notificara si hay cambios criticos en sus expedientes de crédito en
TransUnion®, Experian® y Equifax®, incluidas alertas de fraude, verificaciones nuevas, cuentas
nuevas, registros publicos nuevos, pagos atrasados, cambio de direccién y mas. El servicio
también incluye acceso a un programa de restablecimiento de identidad que le ofrece asistencia
en el caso de que su identidad esté en riesgo para ayudarle a reestablecer su identidad y hasta
$1,000,000 en seguro por robo de identidad sin deducible. (La Péliza puede estar sujeta a ciertas
limitaciones y exclusiones).

e Puede inscribirse en el servicio de monitoreo de crédito, ya sea o no por internet, en cualquier
momento desde ahora hasta el 06 de junio del 2021. Debido a las leyes de privacidad, nosotros
no podemos inscribirle directamente. Por favor tenga presente que es posible que los servicios de
monitoreo de crédito no estén disponibles para individuos que no tengan un expediente de crédito
con TransUnion, Experian o Equifax, o una direccion en Estados Unidos (o sus territorios) y un
numero de Seguro Social valido. La inscripcién en este servicio no afectara su puntaje de crédito.

e Si tiene preguntas sobre sus beneficios de monitoreo de crédito por intemet, si necesita ayuda
para obtener acceso a su reporte de crédito o para aprobar la verificacién de identidad, por favor
comuniquese con el Equipo de Servicio al Cliente de myTrueldentity gratis al 1-844-787-4607 en
el siguiente horario: de lunes a viemes, de 8 am a 9 pm, y sdbados a domingos, de 8 am a 5 pm,
Hora del Este.
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February 26, 2021

Case No. DSE 191404

NOTICE OF DATA BREACH

Dear I

We are writing to provide you with an update to the letter we sent you on August 15, 2019, about a data
security incident that we discovered on July 19, 2019, and which occurred on March 22 and 23, 2019. On
January 27, 2021, in connection with a re-examination of the files obtained by the unauthorized individual,
we discovered that your Social Security number was exposed during the 2019 data security incident. We
know how unsettling this news can be—please allow us to share more information about what took place.

WHAT HAPPENED

As explained in the letter we sent you on August 15, 2019, the 2019 data security incident involved an
individual outside of Capital One who gained unauthorized access to, and obtained certain types of,
personal information about our credit card customers and credit card applicants. The FBI arrested the
unauthorized individual on July 29, 2019, and recovered the stolen data. We believe, based on the
evidence, the stolen data was recovered before it was used or disseminated. The individual is currently
being prosecuted by the U.S. Department of Justice.

Immediately after the 2019 data security incident, we conducted an analysis with the assistance of an
external third-party expert to determine what information was accessed by the unauthorized individual. At
that time, we did not identify you as one of the individuals whose Social Security number was part of the
accessed data. However, we did conclude that the unauthorized individual accessed other personal
information belonging to you. We shared information about that in the letter we sent to you on

August 15, 2019.

Recently, Capital One re-examined the files that were impacted by the 2019 data security incident using
new and more advanced tools. As part of this analysis, we determined that your Social Security number
was among the data to which the unauthorized individual gained access.

Even though we do not believe that the individual used your information for fraud or disseminated it, we are
notifying you of this incident.

WHAT INFORMATION WAS INVOLVED
The personal information the individual may have obtained included the information listed in our letter
dated August 15, 2019, as well as your Social Security number.

WHAT ARE WE DOING

As a precaution, we're providing a new offer for two years of credit monitoring and identity protection with
TransUnion’s myTrueldentity credit monitoring service at no cost to you. You can sign up for this service
by using the enclosed code and instructions any time before June 06, 2021. Due to privacy laws, we
cannot register you directly. This service will not auto-renew.
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HOW TO ENROLL IN CREDIT MONITORING
As noted above, we have arranged for you to enroll, at no cost to you, in an online three-bureau credit
monitoring service run by TransUnion® called myTrueldentity for two years provided by TransUnion
Interactive, a subsidiary of TransUnion, one of the three nationwide credit reporting agencies.

e To enroll in this service, go to the myTrueldentity website at www.mytrueidentity.com and in
the space referenced as “Enter Activation Code”, enter the following unique 12-letter
Activation Code I 2 d follow the three steps to receive your credit monitoring
service online within minutes.

e If you do not have access to the intemet and wish to enroll in a similar offline, paper based, credit
monitoring service, via U.S. Mail delivery, please call the TransUnion Fraud Response Services
toll-free hotline at 1-855-288-5422. When prompted, enter the following 6-digit telephone pass
code [l and follow the steps to enroll in the offline credit monitoring service, add an initial
fraud alert to your credit file, or to speak to a TransUnion representative if you believe you may be
a victim of identity theft. TransUnion representatives are available Monday—Friday,
8a.m-8 p.m. ET.

e Once you are enrolled, you will be able to obtain two years of unlimited access to your
TransUnion credit report and credit score. The three-bureau credit monitoring service will notify
you if there are any critical changes to your credit files at TransUnion® Experian® and Equifax®
including fraud alerts, new inquiries, new accounts, new public records, late payments, change of
address and more. The service also includes access to an identity restoration program that
provides assistance in the event your identity is compromised to help you restore your identity
and up to $1,000,000 in identity theft insurance with no deductible. (Policy limitations and
exclusions may apply.)

e You can sign up for the online or offline credit monitoring service any time between now and June
06, 2021. Due to privacy laws, we cannot register you directly. Please note that credit monitoring
services might not be available for individuals who do not have a credit file with TransUnion,
Experian or Equifax, or an address in the United States (or its territories) and a valid Social
Security number. Enrolling in this service will not affect your credit score.

e If you have questions about your online credit monitoring benefits, need help accessing your credit
report or passing identity verification, please contact the myTrueldentity Customer Service Team
toll-free at: 1-844-787-4607, Monday-Friday: 8 a.m.—9 p.m., Saturday—Sunday: 8 a.m.—-5 p.m. ET.

e Special note for minors affected by this incident: The same services referred to above may
not be available to affected minors. As an alternative, parents/legal guardians can check to see if
your child may be a victim of identity theft by using TransUnion’s secure online form at
www.transunion.com/childidentitytheft to submit your information so TransUnion can check their
database for a credit file with your child’s Social Security number. After TransUnion’s search is
complete, they will respond to you at the email address you provide. If they locate a file in your
child’s name, they will ask you for additional information in order to proceed with steps to protect
your child from any impact associated with this fraudulent activity.
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