
Fwd: [External Sender] Data Security Breach Notice
1 message

---------- Forwarded message --------- 
From: Cyr, Gail <Gail.Cyr@maine.gov> 
Date: Thu, Apr 1, 2021 at 9:23 AM
Subject: [External Sender] Data Security Breach Notice 
To: jonathan.olin@capitalone.com <jonathan.olin@capitalone.com> 

Dear Mr. Olin:

We are in receipt of your updated data security breach notice dated February 26, 2021 regarding Capital One 
data breach.  Would you please fill out and submit the security breach form online at
 https://appengine.egov.com/apps/me/maine/ag/reportingform.   This form can also be found on the 
Maine Attorney General’s website under Identity theft – then Privacy, identity theft and data security 
breaches – then on the right hand side will be “Electronic Maine Security Breach Reporting Form”. 

Also, would you please send me an email confirmation when you have submitted the form?  Thank you very 
much!

Sincerely,

Gail Cyr

-- 

Jonathan Olin
Managing Vice President and Chief Counsel
Enterprise Regulatory Advisory • Legal
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P.O. Box 30285 
Salt Lake City, UT 84130-0285 

 
February 26, 2021 

 
 

Office of the Maine Attorney General 

109 Sewall St 

Augusta, ME 04330 

 

Case No. DSE 191404 
 

 
 

Dear Attorney General Aaron Frey: 

  

We are writing to provide an update to the notification letter Capital One sent your Office on 

August 14, 2019, and the follow-up letter we sent your Office on September 11, 2019, about the 

data security incident that Capital One discovered on July 19, 2019, and which occurred on 

March 22 and 23, 2019. We are providing this update because we recently determined that the 

Social Security numbers of an additional twenty (20) Maine residents were in the data that the 

unauthorized individual accessed in 2019, bringing the total number of impacted Maine 

residents to one thousand two hundred and thirty-three (1,233). Please allow us to provide a 

brief reminder of what occurred in 2019, to explain what we learned recently, and to share the 

steps we are taking to notify and protect Maine customers. 

 

As a reminder, the data security incident occurred when an individual outside of Capital One, 

without authorization, obtained certain types of personal information about our credit card 

customers and credit card applicants. The FBI arrested the unauthorized individual on July 29, 

2019, and recovered the stolen data.  Capital One understood at the time, and still understands 

today, that there is no evidence any of this data was misused or disseminated before the FBI 

quickly confiscated the individual’s devices.  The unauthorized individual is currently being 

prosecuted by the U.S. Department of Justice.  

 

Immediately after the 2019 data security incident, Capital One conducted an analysis with the 

assistance of an external third-party expert to determine what information was accessed by the 

unauthorized individual. The data elements the unauthorized individual obtained included 

names, addresses, and email addresses relating to approximately 98 million consumers.  

Fortunately, for the vast majority of these consumers, the Social Security numbers and linked 

bank account numbers contained in the exfiltrated data set were tokenized and, therefore, 

unreadable by the unauthorized individual or any other third party.   

 

As of August 29, 2019, Capital One determined that the untokenized bank account numbers 

and/or Social Security numbers of one thousand two hundred and thirteen (1,213) Maine 



 

 

residents were obtained by the unauthorized individual.  As of August 29, 2019, Capital One 

sent letters to each of those consumers, explaining what occurred. Capital One also offered 

each of the impacted Maine residents two years of credit monitoring services through the 

"myTrueIdentity" product offered by TransUnion. Further, Capital One provided the impacted 

Maine residents with information about how to protect themselves from fraud and identity theft. 

 

Recently, Capital One re-examined the files that were impacted by the 2019 data security 

incident using new and more advanced tools.  As part of this analysis, we determined that the 

untokenized Social Security numbers of an additional twenty (20) Maine residents were among 

the data to which the unauthorized individual gained access during the 2019 data security 

incident.  

 

At this time, and after performing additional analysis, the Company does not expect that 

additional consumers will be notified beyond those previously noticed in 2019 and being 

provided notice now. We have attached examples of the customer notifications we are sending 

in connection with the personal information that was recently identified. 

 

Even though Capital One understood in 2019, and still understands today, that there is no 

evidence any of this data was misused or disseminated before the FBI quickly confiscated the 

individual’s devices, each notification letter contains an offer for two years of free credit 

monitoring and identity protection with TransUnion's myTrueIdentity credit monitoring service, as 

well as information about how consumers can protect themselves from fraud and identity theft. 

Each letter also contains information about a web page we established and have recently 

updated to explain what occurred. Finally, each letter lists the phone number for the dedicated 

customer service team trained to handle questions or concerns about this issue.  

 

Capital One remains committed to maintaining high standards for customer service and 

customer data security, as well as transparency with our customers and regulators. Upon 

learning of the data security incident in 2019, Capital One immediately fixed the issue and 

promptly began working with federal law enforcement. We have invested heavily in 

cybersecurity and will continue to do so.  

 

If you have any questions, comments or concerns, please contact Jonathan Olin, Managing 

Vice President and Chief Counsel, at (202) 596-5804, or Jonathan.Olin@capitalone.com.  

 

Sincerely,  

 
 



 

 

Jonathan Olin 

Managing Vice President, Legal, Privacy and Financial Integrity 



























QUÉ ESTAMOS HACIENDO

Como medida de precaución, le estamos ofreciendo dos años de monitoreo de crédito y protección de
identidad con el servicio de monitoreo de crédito myTrueIdentity de TransUnion, sin costo alguno para
usted. Usted puede inscribirse en este servicio usando el código y las instrucciones que se incluyen aquí en
cualquier momento antes del 06 de junio del 2021. Debido a las leyes de privacidad, nosotros no podemos
inscribirle directamente. Este servicio no se renovará automáticamente.

Además, queremos informarle que tan pronto nos enteramos del incidente en el 2019, Capital One
solucionó el problema de inmediato y rápidamente comenzó a trabajar con las autoridades federales.
Hemos invertido mucho en la seguridad cibernética y continuaremos haciéndolo. También hemos usado lo
que aprendimos de este incidente para fortalecer aún más nuestras defensas cibernéticas.

LO QUE USTED PUEDE HACER

Además de inscribirse en el servicio de monitoreo de crédito, hemos incluido una lista de recursos que
pueden ayudarle a protegerse contra el posible uso indebido de su información personal.

PARA MÁS INFORMACIÓN

Sabemos lo importante que es su privacidad, y lamentamos cualquier inquietud o inconveniente que esto
pueda ocasionarle. Queremos dejarle saber que estamos aquí para ayudarle y puede hacernos cualquier
pregunta. Hemos establecido y dedicado un sitio web en www.capitalone.com/digital/facts2019/es/.
También puede llamarnos al 1-844-388-8999. Nuestro equipo de apoyo está disponible para responder a
sus preguntas y atender sus necesidades, 24 horas al día, 7 días a la semana.

Atentamente,

Capital One
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