
CONFIDENTIAL 

 

Addendum to Security Breach Reporting Form 

Medical Management Resource Group, L.L.C. (“MMRG” or the “Company”, d.b.a. American 
Vision Partners) provides administrative services to affiliated ophthalmology practices. 

On November 14, 2023, MMRG detected unauthorized activity on certain parts of its network. 
Upon learning of this incident, MMRG promptly took steps to contain it, including isolating 
impacted systems. The Company also launched an investigation with the assistance of leading 
third-party cybersecurity firms and coordinated with law enforcement. The Company continues 
to take preventative actions to further safeguard its systems. 

Based on the Company’s investigation, MMRG determined that, in connection with the activity 
the Company detected on November 14, the unauthorized party obtained certain files that 
contained personal information about its affiliates’ patients and the Company’s current and 
former employees. The information for affected patients varied and may have included names, 
contact information, dates of birth, certain medical information (e.g., services received, clinical 
records, and medications), and in certain cases, Social Security numbers and insurance 
information. The information for affected current and former employees also varied and may 
have included names, contact information, dates of birth, Social Security numbers, driver’s 
license numbers, passport information and bank account numbers. 

MMRG is notifying patients of this incident on behalf of the affiliated ophthalmology practices 
identified in Exhibit A. MMRG is notifying approximately 391 patients who are Maine residents 
pursuant to the Health Insurance Portability and Accountability Act of 1996 Breach Notification 
Rule, 45 C.F.R. §§ 164.400-414 (“HIPAA”). Based on the Company’s review, approximately 
two of these patients had Social Security numbers affected and are being notified pursuant to 
HIPAA and Me. Rev. Stat. tit. 10, § 1348. 

In addition, MMRG is notifying approximately three current and former employees who are 
Maine residents of this incident. 

The Company also has arranged to provide individuals whose Social Security numbers were 
affected with identity protection and credit monitoring services for two years at no cost to them. 
Attached as Exhibit B is a sample of a notice MMRG is providing in connection with this 
incident.  


