May 4, 2021


In late March, U.S. Bank was subject to a credential stuffing event. In this event, the hackers successfully used stolen username and passwords to access approximately 340 customer accounts. This was not a breach of U.S. Bank systems, however customer account numbers may have been viewable. The hackers took information stolen from other sites and used them to attempt logins on U.S. Bank’s systems. To date, no fraudulent transactions related to this event have been identified on these customers’ accounts. We have contacted all impacted customers to ensure they change their username and password or close their account. The privacy and security of our customer’s information is our top priority and we worked quickly to prevent the use of stolen data to access our customers’ accounts.

The bank maintains a notification plan designed to meet the requirements of the Gramm Leach Bliley Act and notified its customers in accordance with that plan. The email message below was sent to all customers potentially affected. The bank called customers whose information we believed was accessed. In those calls, bankers discussed the nature of the event and what information was affected, and reviewed account transactions with the customers. The small number of customers who could not be reached by phone after multiple attempts were sent a letter with additional information about the event. That letter is provided separately. 
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					The security of your information is a top priority for U.S. Bank. We recently noticed some suspicious log in attempts that may impact your account. As a precautionary measure, we have locked your Online Banking account and are asking you to reset your password. To reset your password, visit the app or go to usbank.com and click “Get login help.” 
We also encourage our customers to monitor their financial accounts closely on a regular basis. Here are some steps you can take to protect yourself from fraudulent activity on your accounts: 
· When resetting your password, it’s recommended to choose a unique password and not one that has been used previously. 
· U.S. Bank will never initiate a request for your sensitive information like your Personal ID, Password, Social Security Number, Personal Identification Number (PIN) or Account Number. For your safety, never share this information with anyone, at any time. 
· Monitor your accounts regularly and watch for unusual transactions. 
· Activate fraud watches, email and text alerts on all accounts (checking, saving, credit cards) to help spot unusual transactions quickly. 
· Read security alerts when you receive them. U.S. Bank will send a security alert when certain changes are made to your account—pay attention to these, they are designed to help identify fraud quickly. 
· Leverage two factor authentication (i.e.: register your mobile number), whenever available. By using this type of authentication process, you reduce the likelihood of someone being able to fraudulently change or access your account. 
We are always here to assist. Please contact us at 800.USBANKS (800.872.2657) if you have any questions or identify any suspicious activity on your account. 
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Protecting your privacy is our priority. We'll never initiate a request via email for your sensitive information like your Personal ID, Password, Social Security Number, Personal Identification Number (PIN) or Account Number. For your safety, never share this information with anyone, at any time. If you receive an email asking for your sensitive information, or would like to report a suspicious email, forward it to fraud_help@usbank.com or call U.S. Bank Customer Service immediately at 800.USBANKS (872.2657).
Get more details about recognizing online fraud issues.
Note: If you'd rather not follow links from this email, you can access information on all U.S. Bank products and services at usbank.com.
To ensure that you continue to receive email from us, please add us to your Address Book (1800USBanks@email.usbank.com). Thank you.
You are receiving this email as a service to your account because you are a U.S. Bank customer.
View the U.S. Bank Privacy Pledge.
U.S. Bank, EP-MN-L20D, 200 South 6th Street, Minneapolis, MN 55402
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