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Todd Rowe

300 South Wacker Drive, Suite 1050

Chicago, Illinois 60606

trowe@constangy.com

Direct: 312.520.2521

March 30, 2023

Alabama    California    Colorado    Florida    Georgia    Illinois    Massachusetts    Minnesota    Missouri 

New Jersey    New York   North Carolina    South Carolina    Tennessee    Texas    Virginia

VIA EMAIL 
Attorney General Aaron Frey 
Office of the Attorney General 
Consumer Protection Division 
Security Breach Notification 
111 Sewall Street, 6th Floor                       
Augusta, ME 04330

Re: Notice of Data Security Incident  

Dear Attorney General Frey:  

Constangy, Brooks, Smith & Prophete LLP (“Constangy”) represents BlueLion, LLC (“BlueLion”), a 
human resources company based in New England, in conjunction with the recent data security 
incident described in greater detail below.  The purpose of this letter is to notify you of the incident 
in accordance with the Maine data breach notification statute.  

1. Nature of the Security Incident 

On or around November 23, 2022, BlueLion became aware of unusual activity within its technological 
environment.  In response, BlueLion took immediate steps to secure its network and initiated an 
investigation with the assistance of cybersecurity experts.  That investigation remains ongoing at this 
time.  However, BlueLion has determined that an unknown actor may have had the potential to 
access data from the BlueLion environment.  While BlueLion is still investigating the scope of this 
potential access, as well as the individuals potentially impacted, out of an abundance of caution 
BlueLion is preemptively notifying potentially affected individuals.   

2. Type of Information and Number of Maine Residents Notified 

The data sets potentially accessible by the malicious actor(s) responsible for this incident included 
individuals’ names, dates of birth, and Social Security numbers. On March 30, 2023, BlueLion 
notified four (4) Maine residents of this data security incident via U.S. First-Class Mail.  A sample 
copy of the notification letter sent to potentially impacted individuals is included with this 
correspondence. 

3. Steps Taken Relating to the Incident 

BlueLion has implemented additional security measures in an effort to prevent a similar incident from 
occurring in the future.  Further, as referenced in the sample consumer notification letter, BlueLion 
has offered notified individuals 12 months of complimentary services through IDX, which include 
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credit monitoring, dark web monitoring, a $1 million identity fraud loss reimbursement policy, and 
fully-managed identity theft recovery services.         

4. Contact Information 

BlueLion remains dedicated to protecting the personal information in its possession. If you have any 
questions or need additional information, please do not hesitate to contact me at 
trowe@constangy.com.    

Best regards, 

/S/ Todd Rowe 

Very truly yours, 

Todd Rowe of 
CONSTANGY, BROOKS, SMITH & PROPHETE, LLP

Encl: Sample Adult Consumer Notification Letter 
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