IDN is a non-profit organization located in Indianapolis, Indiana, that facilitates organ and tissue
donation and transplantation

On the morning of May 10, 2023, IDN discovered that it was the victim of a ransomware attack
and some of its systems had been encrypted. Upon discovery of the incident, IDN moved quickly
to secure the environment by immediately shutting down all machines and access to the network
and engaging a specialized third-party forensic incident response firm to assist with securing the
network environment and investigating the extent of unauthorized activity.

Based upon IDN’s review of their system and the information obtained during the investigation, it
was determined on June 6, 2023, that the following personal information could have been acquired
by an unauthorized third party: first name, last name, address, and Social Security number.

IDN is notifying all potentially impacted individuals and is also offering free credit monitoring
and identity theft protection through CyberScout, a Transunion company. This service will include
24 months of credit monitoring, along with fully managed ID theft recover service, should the need
arise.

As of this writing, IDN is unaware of any misuse of personal information.



