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T em plate M essage to Current or P rior Em ployees/Job Applicantsw hose filesm ay have been

accessed:

Subject: Notice of February 5, 2022 Data Security Incident, New or Extended Protective

Measures Against Identity/Credit Theft

Notice of February 5, Data Security Incident:

Ascurrent em ployeesm ay be aw are,on February 5,2022 P ortland Airfreight Inc. (P AF) again

experienced an unauthorized system lockdow n to our com putersystem (the February 5,2022

Incident),w hichw assim ilarinm any respecttoapriorincidentonDecem ber2,2021 (theDecem ber

2,2021 Incident),w hichw asthesubjectofourearliernoticetoyou.

Asw ith the Decem ber2,2021 Incident,w e im m ediately engaged com puterforensicservices,and

m ustacknow ledgethepotentialthatpersonallyidentifiableinform ation(P II)from ourpersonnelfiles

andpotentially otherinform ationfrom ourcom putersystem m ay havebeenaccessedand/orcopied

orw asotherw ise stolen asaresult ofunauthorized accessto oursystem beginning in the early

m orninghoursofFebruary 5,2021.

W eunderstandthattheP IIpotentiallyaccessedortakenm ayincludeS ocialS ecuritynum bers(S S N s),
drivers’ license num bers,birthdates,and telephoneand addressinform ationfrom suchfilesam ong

otherinform ationresidentonoursystem .

Asaresult ofthe investigation,w e have been advised that the system lockout resulted from the

installationofransom w areknow nas“ KT C R ansom w are,”

S incetheaccesstoP AF’ssystem m ayhavebeenw idespreadandcouldhaveincludedem ailandother

filesw hereP IIm ay be,you should considerw hetherinform ation w hichyou m aintained could have

includedadditionalP IIw hosecom prom isem ustbeaddressed.

P AFhasnotattem pted to contactthe crim inalsresponsible forthisFebruary 5,2022 attackon our

com putersystem ,and hasnotbeen contacted by them . P AFhasno plansto pay ransom . P AFhas

notified the FBIand state attorneysgeneralhere and in M aine. W e have also solicited and w ill

im plem entallreasonableadditionalsecurity m easuresinconnectionw ithourcom putersystem ,and

w illbe considering additionalm easuresand policiesto strengthen oursystem and reduce thisrisk

w hichfacesP AFandeveryonew housescom putersystem sandtheinternet.

What You Can Do To Minimize Your Risks Of And Mitigate The Impacts Of Identity Theft

T he principalrisksfrom stolen P IIinclude unauthorized credit risksand risksto governm ental

transactionsincludingtaxreturnsandgovernm entbenefits. Attachedtothisem ailisapdffrom the

IR S reflectinggovernm entalresources.

W ithrespecttorisksinvolvingtaxrefundsandsocialsecuritybenefits,w eincludeacopyofadetailed

IR S pam phletasan attachm entto thisem ailw hich includesfurtherspecificlinksforreporting and
m onitoring.

W ithrespecttounauthorizedcreditrisks,itisrecom m endedthatyou im m ediately lockdow nyour
creditreportsw itheachofthecreditratingagencies(E.g.T ransunion,Experian,etc.)ifyou havenot
already doneso. W henlocked,nothirdpartiesareallow edtom akecreditinquiriesevenifthey have
yoursocialsecurity num ber,unlessanduntilyou unlockyouraccountforthatpurpose. Further
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inform ationonthisprocessisavailablehere:https://www.nerdwallet.com/article/finance/how-to-
freeze-credit

W hile som e com m entatorsbelieve that third party credit and/or identity theft m onitoring is

unnecessary ifyourcredit reportsare locked,w e leave that decision to you and are w illing to

reim bursethereasonablecostsofsuchm onitoringforaperiod of3 m onthsforany em ployee,w ith

copiesofthe m onitoring reporting from the service.Forexam ple,w e note that Equifax Com plete

providessuchservicesfor19.95perm onth.O thersim ilarreasonablecostservicesm aybeusedw ith

ourpriorconsent.


