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Re: Notice Pursuant to Title 10, Me. Rev. Stat., Ch. 210-B § 1346 
 
To Whom It May Concern, 
 
Pursuant to Title 10, Maine Revised Statutes Chapter 210-B section 1346, we write on behalf of 
Homeaglow, Inc. (“Homeaglow”), a company that operates an online platform which connects 
homeowners with house cleaners, to notify you of a security event involving the credentials for 
Homeaglow user accounts. We believe this matter potentially involved approximately two (2) Maine 
residents. Homeaglow is located at 649 Mission Street,  number 313, San Francisco, California 94105. 

On or around December 18, 2023, Homeaglow detected an abnormally high volume of login attempts for 
user accounts on its website and mobile application. Homeaglow swiftly launched an investigation to 
determine the legitimacy of the activity. This investigation determined that an unauthorized third party 
appeared to be using credentials in an attempt to access Homeaglow accounts. Homeaglow has 
identified no evidence that these credentials originated or were obtained from Homeaglow systems or 
that there was otherwise a compromise of Homeaglow’s systems. Rather, it is Homeaglow’s belief that 
the third party acquired these credentials from a source outside of Homeaglow and subsequently 
attempted to identify whether any of the credentials could also be used to access Homeaglow user 
accounts. In some instances, the credentials were valid, and the third party was able to use them to 
access the accounts of associated users. After confirming the nature of the event, Homeaglow conducted 
a comprehensive evaluation to identify the full scope of potentially affected individuals. This process was 
completed on or around March 5, 2024. Through this review, Homeaglow identified the user accounts of 
Maine residents as some of the accounts to which the third party may have been able to gain access 
and, in doing so, potentially accessed the personal information stored within the Homeaglow accounts of 
those residents. Please note that Homeaglow has not identified any definitive forensic evidence that the 
third party accessed the user account of any Maine resident. It is possible that the account activities 
which Homeaglow identified as potentially suspicious were legitimate actions taken by the residents 
themselves. Homeaglow has nevertheless opted to notify these individuals of the incident. 

The types of personal information that may have been accessible during this event include information 
that the Maine resident provided when creating their Homeaglow account, including the resident’s name, 
postal address, Social Security number, and any contact information provided to Homeaglow. Notification 
of this matter was mailed to the Maine residents on or around March 22, 2024.  

Homeaglow takes the protection of customer information seriously. Upon learning of the event, 
Homeaglow promptly executed a password reset for all potentially impacted user accounts in an effort to 
prevent further unauthorized third party access. Homeaglow will also provide two years of identity 
protection services, at no cost, to affected individuals through IDX. 
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Should you have any questions about this matter, please do not hesitate to contact me directly, by phone 
or email. Thank you for your attention to this matter.

Sincerely,

Alex Intile

AI










