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 Re: Notice of Security Incident

Dear <<Name 1>>,

,�KRSH�WKLV�OHWWHU�¿QGV�\RX�ZHOO��,�DP�ZULWLQJ�WR�OHW�\RX�NQRZ�DERXW�D�VHFXULW\�LQFLGHQW�DW�:LQG�5LYHU�WKDW�XQIRUWXQDWHO\�PD\�
KDYH�D൵HFWHG�\RXU�SHUVRQDO�LQIRUPDWLRQ�ZH�KDG�RQ�¿OH�IRU�\RX��:H�DUH�QRW�DZDUH�RI�DQ\�DFWXDO�RU�DWWHPSWHG�PLVXVH�RI�SHUVRQDO�
LQIRUPDWLRQ�DV�D�UHVXOW�RI�WKLV�HYHQW��+RZHYHU��ZH�ZDQW�WR�PDNH�VXUH�\RX�DUH�DZDUH�RI�WKH�IDFWV�VXUURXQGLQJ�WKLV�HYHQW�VR�WKDW�\RX�
FDQ�WDNH�WKH�DSSURSULDWH�SUHFDXWLRQV�\RX�IHHO�DUH�QHHGHG�WR�SURWHFW�\RXU�SHUVRQDO�LQIRUPDWLRQ��:H�KDYH�HQFORVHG�LQIRUPDWLRQ�RQ�
VHYHUDO�LGHQWLW\�SURWHFWLRQ�UHVRXUFHV�

What Happened?

:H�KDYH�EHHQ�ZRUNLQJ�ZLWK�ODZ�HQIRUFHPHQW�DQG�RXWVLGH�H[SHUWV�WR�LQYHVWLJDWH�D�VHFXULW\�LQFLGHQW�WKDW�RFFXUUHG�WRZDUG�WKH�HQG�
RI�6HSWHPEHU��2XU�RXWVLGH�H[SHUWV�UHFHQWO\�GHWHUPLQHG�WKDW�VRPH�RI�\RXU�SHUVRQDO�LQIRUPDWLRQ�ZRXOG�KDYH�EHHQ�DYDLODEOH�ZLWKLQ�
RQH�RU�PRUH�¿OHV� WKDW�ZHUH�GRZQORDGHG�IURP�RXU�QHWZRUN�RQ�RU�DERXW�6HSWHPEHU�����������:H�KDYH�QR�LQGLFDWLRQ�WKDW�DQ\�
LQIRUPDWLRQ�LQ�WKHVH�¿OHV�KDV�EHHQ�PLVXVHG��5HFHQW�VHDUFKHV�E\�RXU�H[SHUWV�GLG�not�XQFRYHU�DQ\�RI�WKHVH�¿OHV�RQOLQH�

What Information Was Available?

7KH�W\SH�RI�SHUVRQDO�LQIRUPDWLRQ�RXU�H[SHUWV�REVHUYHG�YDULHG��DQG�LQFOXGHG�LQIRUPDWLRQ�PDLQWDLQHG�ZLWKLQ�RXU�SHUVRQQHO�UHFRUGV��
VXFK�DV�GDWH�RI�ELUWK��VRFLDO�VHFXULW\��VRFLDO�LQVXUDQFH��GULYHU¶V�OLFHQVH��RU�QDWLRQDO�LGHQWL¿FDWLRQ�QXPEHU��SDVVSRUW�RU�YLVD�QXPEHU��
KHDOWK�LQIRUPDWLRQ��DQG�RU�¿QDQFLDO�DFFRXQW�LQIRUPDWLRQ�

What We Are Doing

:H�DUH�FRPPLWWHG�WR�SURWHFWLQJ�WKH� LQIRUPDWLRQ�ZH�PDLQWDLQ�KHUH�DW�:LQG�5LYHU��:H¶YH�DOUHDG\�LQVWDOOHG�DGGLWLRQDO�VHFXULW\�
PRQLWRULQJ�WRROV��LPSOHPHQWHG�QHZ�SURFHVVHV��DQG�ZLOO�FRQWLQXH�WR�IRFXV�RQ�LPSURYLQJ�WKH�F\EHU�UHVLOLHQF\�DQG�VHFXULW\�SRVWXUH�
RI�RXU�FRPSDQ\�

What You Can Do

7KH�HQFORVHG�5HIHUHQFH�*XLGH�LQFOXGHV�LQIRUPDWLRQ�RQ�JHQHUDO�VWHSV�\RX�FDQ�WDNH�WR�PRQLWRU�DQG�SURWHFW�\RXU�SHUVRQDO�LQIRUPDWLRQ��
,I�\RX�ZRXOG�DOVR�OLNH�WR�UHFHLYH�FRPSOLPHQWDU\�LGHQWLW\�PRQLWRULQJ�VHUYLFHV��SOHDVH�FDOO�WKH�QXPEHU�EHORZ�WR�PDNH�WKLV�UHTXHVW�

:H�DUH�VRUU\�IRU�DQ\�LQFRQYHQLHQFH�WKLV�PD\�FDXVH��,I�\RX�KDYH�DQ\�TXHVWLRQV��SOHDVH�UHDFK�RXW�WR�RXU�GHGLFDWHG�FDOO�FHQWHU�DW�
��������������7KH�FDOO�FHQWHU� LV�RSHQ� LQ�1RUWK�$PHULFD��0RQGD\� WKURXJK�)ULGD\�������D�P�� WR������S�P���(DVWHUQ�6WDQGDUG�
7LPH��,QWHUQDWLRQDOO\��\RX�PD\�UHDFK�WKH�FDOO�FHQWHU������DW�WKH�RQH�RI�WKH�IROORZLQJ�QXPEHUV��8QLWHG�.LQJGRP����������������
2XWVLGH�WKH�8QLWHG�.LQJGRP������������������
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IDENTITY PROTECTION REFERENCE GUIDE (U.S.)

1. Review your Credit Reports��:H�UHFRPPHQG�WKDW�\RX�UHPDLQ�YLJLODQW�E\�PRQLWRULQJ�\RXU�FUHGLW�UHSRUWV��8QGHU�IHGHUDO�ODZ��
\RX�DUH�HQWLWOHG�HYHU\����PRQWKV�WR�RQH�IUHH�FRS\�RI�\RXU�FUHGLW�UHSRUW�IURP�HDFK�RI�WKH�WKUHH�PDMRU�FUHGLW�UHSRUWLQJ�FRPSDQLHV��
7R�REWDLQ�D�IUHH�DQQXDO�FUHGLW�UHSRUW��JR�WR�ZZZ�DQQXDOFUHGLWUHSRUW�FRP�RU�FDOO�����������������<RX�PD\�ZLVK�WR�VWDJJHU�\RXU�
UHTXHVWV�VR�WKDW�\RX�UHFHLYH�D�IUHH�UHSRUW�IURP�RQH�RI�WKH�WKUHH�FUHGLW�EXUHDXV�HYHU\�IRXU�PRQWKV�

2. Place Fraud Alerts. $�IUDXG�DOHUW�WHOOV�FUHGLWRUV�WR�IROORZ�FHUWDLQ�SURFHGXUHV��LQFOXGLQJ�FRQWDFWLQJ�\RX��EHIRUH�WKH\�RSHQ�DQ\�
QHZ�DFFRXQWV�RU�FKDQJH�\RXU�H[LVWLQJ�DFFRXQWV��<RX�FDQ�SODFH�D�IUDXG�DOHUW�DW�RQH�RI�WKH�WKUHH�PDMRU�FUHGLW�EXUHDXV�E\�SKRQH�DQG�
DOVR�YLD�([SHULDQ¶V�RU�(TXLID[¶V�ZHEVLWH��3OHDVH�QRWH�WKDW�SODFLQJ�D�IUDXG�DOHUW�PD\�GHOD\�\RX�ZKHQ�VHHNLQJ�WR�REWDLQ�FUHGLW��<RX�
FDQ�OHDUQ�PRUH�DERXW�IUDXG�DOHUWV�E\�FRQWDFWLQJ�WKH�FUHGLW�EXUHDXV�RU�E\�YLVLWLQJ�WKHLU�ZHEVLWHV�

(TXLID[
��������������
3�2��%R[�������
$WODQWD��*$�����������
ZZZ�HTXLID[�FRP

([SHULDQ
��������������
3�2��%R[�����
$OOHQ��7;������
ZZZ�H[SHULDQ�FRP

7UDQV8QLRQ
��������������
3�2��%R[����� 
&KHVWHU��3$�����������
ZZZ�WUDQVXQLRQ�FRP

,W�LV�QHFHVVDU\�WR�FRQWDFW�RQO\�RQH�RI�WKHVH�EXUHDXV�DQG�XVH�RQO\�RQH�RI�WKHVH�PHWKRGV��$V�VRRQ�DV�RQH�RI�WKH�WKUHH�EXUHDXV�
FRQ¿UPV�\RXU�IUDXG�DOHUW��WKH�RWKHUV�DUH�QRWL¿HG�WR�SODFH�DOHUWV�RQ�WKHLU�UHFRUGV�DV�ZHOO��<RX�ZLOO�UHFHLYH�FRQ¿UPDWLRQ�OHWWHUV�LQ�
WKH�PDLO�DQG�ZLOO�WKHQ�EH�DEOH�WR�RUGHU�DOO�WKUHH�FUHGLW�UHSRUWV��IUHH�RI�FKDUJH��IRU�\RXU�UHYLHZ�

3. Place Security Freezes. %\� SODFLQJ� D� VHFXULW\� IUHH]H�� VRPHRQH� ZKR� IUDXGXOHQWO\� DFTXLUHV� \RXU� SHUVRQDOO\� LGHQWLI\LQJ�
LQIRUPDWLRQ�ZLOO�QRW�EH�DEOH�WR�XVH�WKDW�LQIRUPDWLRQ�WR�RSHQ�QHZ�DFFRXQWV�RU�ERUURZ�PRQH\�LQ�\RXU�QDPH��<RX�ZLOO�QHHG�WR�
FRQWDFW�HDFK�RI� WKH� WKUHH�QDWLRQDO�FUHGLW�UHSRUWLQJ�EXUHDXV�OLVWHG�DERYH�LQ�ZULWLQJ�WR�SODFH�WKH�IUHH]H��)HGHUDO�DQG�VWDWH� ODZV�
SURKLELW�FKDUJHV�IRU�SODFLQJ��WHPSRUDULO\�OLIWLQJ��RU�UHPRYLQJ�D�VHFXULW\�IUHH]H��.HHS�LQ�PLQG�WKDW�ZKHQ�\RX�SODFH�WKH�IUHH]H��\RX�
ZLOO�QRW�EH�DEOH�WR�ERUURZ�PRQH\��REWDLQ�LQVWDQW�FUHGLW��RU�JHW�D�QHZ�FUHGLW�FDUG�XQWLO�\RX�WHPSRUDULO\�OLIW�RU�SHUPDQHQWO\�UHPRYH�
WKH�IUHH]H�

7R�SODFH�D�VHFXULW\�IUHH]H��\RX�PXVW�FRQWDFW�HDFK�RI� WKH� WKUHH�QDWLRQDO�FUHGLW�UHSRUWLQJ�EXUHDXV� OLVWHG�DERYH�DQG�SURYLGH�WKH�
IROORZLQJ�LQIRUPDWLRQ������\RXU�IXOO�QDPH������\RXU�6RFLDO�6HFXULW\�QXPEHU������GDWH�RI�ELUWK������WKH�DGGUHVVHV�ZKHUH�\RX�KDYH�
OLYHG�RYHU�WKH�SDVW�WZR�\HDUV������SURRI�RI�FXUUHQW�DGGUHVV��VXFK�DV�D�XWLOLW\�ELOO�RU�WHOHSKRQH�ELOO������D�FRS\�RI�D�JRYHUQPHQW�LVVXHG�
LGHQWL¿FDWLRQ�FDUG��DQG�����LI�\RX�DUH�WKH�YLFWLP�RI�LGHQWLW\�WKHIW��LQFOXGH�WKH�SROLFH�UHSRUW��LQYHVWLJDWLYH�UHSRUW��RU�FRPSODLQW�WR�
D�ODZ�HQIRUFHPHQW�DJHQF\��,I�WKH�UHTXHVW�WR�SODFH�D�VHFXULW\�IUHH]H�LV�PDGH�E\�WROO�IUHH�WHOHSKRQH�RU�VHFXUH�HOHFWURQLF�PHDQV��WKH�
FUHGLW�EXUHDXV�KDYH�RQH�EXVLQHVV�GD\�DIWHU�UHFHLYLQJ�\RXU�UHTXHVW�WR�SODFH�WKH�VHFXULW\�IUHH]H�RQ�\RXU�FUHGLW�UHSRUW��,I�WKH�UHTXHVW�
LV�PDGH�E\�PDLO��WKH�FUHGLW�EXUHDXV�KDYH�WKUHH�EXVLQHVV�GD\V�WR�SODFH�WKH�VHFXULW\�IUHH]H�RQ�\RXU�FUHGLW�UHSRUW�DIWHU�UHFHLYLQJ�
\RXU�UHTXHVW��7KH�FUHGLW�EXUHDXV�PXVW�VHQG�FRQ¿UPDWLRQ� WR�\RX�ZLWKLQ�¿YH�EXVLQHVV�GD\V�DQG�SURYLGH�\RX�ZLWK� LQIRUPDWLRQ�
FRQFHUQLQJ�WKH�SURFHVV�E\�ZKLFK�\RX�PD\�UHPRYH�RU�OLIW�WKH�VHFXULW\�IUHH]H�

4. Monitor Your Accounts.�:H�HQFRXUDJH�\RX�WR�FDUHIXOO\�PRQLWRU�\RXU�¿QDQFLDO�DFFRXQW�VWDWHPHQWV�IRU�IUDXGXOHQW�DFWLYLW\�DQG�
UHSRUW�DQ\WKLQJ�VXVSLFLRXV�WR�WKH�UHVSHFWLYH�¿QDQFLDO�LQVWLWXWLRQ�

5. You can obtain additional information�DERXW� WKH�VWHSV�\RX�FDQ� WDNH� WR�DYRLG� LGHQWLW\� WKHIW�DQG�PRUH� LQIRUPDWLRQ�DERXW�
IUDXG�DOHUWV�DQG�VHFXULW\�IUHH]HV�IURP�WKH�)HGHUDO�7UDGH�&RPPLVVLRQ��³)7&´���<RX�PD\�FRQWDFW�WKH�)7&��&RQVXPHU�5HVSRQVH�
&HQWHU� DW�� ����3HQQV\OYDQLD�$YHQXH�1:��:DVKLQJWRQ��'&��������ZZZ�FRQVXPHU�JRY�LGWKHIW�� ������,'7+()7� ������������
7''�����������������

***

District of Columbia Residents: <RX�FDQ�REWDLQ�DGGLWLRQDO�LQIRUPDWLRQ�DERXW�SUHYHQWLQJ�LGHQWLW\�WKHIW�IURP�WKH�)7&�&RQVXPHU�
5HVSRQVH� &HQWHU� DW�� ���� 3HQQV\OYDQLD�$YHQXH� 1:��:DVKLQJWRQ�� '&� ������� ZZZ�FRQVXPHU�JRY�LGWKHIW�� ������,'7+()7� 
������������7''������������������ DQG� WKH�2൶FH�RI� WKH�$WWRUQH\�*HQHUDO� IRU� WKH�'LVWULFW� RI�&ROXPELD� DW�� �����WK�6W�1:��
:DVKLQJWRQ��'&��������ZZZ�RDJ�GF�JRY���������������

Iowa Residents� <RX�FDQ�UHSRUW�VXVSHFWHG�LGHQWLW\�WKHIW�WR�ODZ�HQIRUFHPHQW��WKH�)7&��RU�WR�WKH�2൶FH�RI�WKH�$WWRUQH\�*HQHUDO�
RI�,RZD��&RQVXPHU�3URWHFWLRQ�'LYLVLRQ��+RRYHU�6WDWH�2൶FH�%XLOGLQJ�������(��:DOQXW�6WUHHW��'HV�0RLQHV��,RZD�������������
����������������KWWSV���ZZZ�LRZDDWWRUQH\JHQHUDO�JRY��

Maryland Residents��<RX�FDQ�REWDLQ�DGGLWLRQDO�LQIRUPDWLRQ�DERXW�LGHQWLW\�WKHIW�SUHYHQWLRQ�DQG�SURWHFWLRQ�IURP�WKH�0DU\ODQG�
$WWRUQH\�*HQHUDO������6W��3DXO�3ODFH��%DOWLPRUH��0'������������������������KWWSV���ZZZ�PDU\ODQGDWWRUQH\JHQHUDO�JRY��

Massachusetts Residents��<RX�KDYH�WKH�ULJKW�WR�REWDLQ�DQ\�SROLFH�UHSRUW�¿OHG�UHJDUGLQJ�WKLV�LQFLGHQW��<RX�DOVR�KDYH�WKH�ULJKW�WR�
¿OH�DQG�REWDLQ�D�FRS\�RI�D�SROLFH�UHSRUW�LI�\RX�DUH�WKH�YLFWLP�RI�LGHQWLW\�WKHIW�

New York Residents: <RX� FDQ� REWDLQ� DGGLWLRQDO� LQIRUPDWLRQ� DERXW� LGHQWLW\� WKHIW� SUHYHQWLRQ� DQG� SURWHFWLRQ� IURP� WKH�1HZ�
<RUN� 6WDWH�$WWRUQH\�*HQHUDO�� 7KH� &DSLWRO�� 6WDWH� 6WUHHW� DQG�:DVKLQJWRQ�$YHQXH��$OEDQ\�� 1<� ������������ ���������������� 
KWWSV���DJ�Q\�JRY��
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North Carolina Residents: <RX�FDQ�REWDLQ�DGGLWLRQDO�LQIRUPDWLRQ�DERXW�SUHYHQWLQJ�LGHQWLW\�WKHIW�IURP�WKH�1RUWK�&DUROLQD�2൶FH�
RI�WKH�$WWRUQH\�*HQHUDO��&RQVXPHU�3URWHFWLRQ�'LYLVLRQ�DW�������0DLO�6HUYLFH�&HQWHU��5DOHLJK��1&����������������������������
�WROO�IUHH�ZLWKLQ�1RUWK�&DUROLQD��RU�����������������KWWSV���QFGRM�JRY��

Oregon Residents:�<RX�FDQ�UHSRUW�VXVSHFWHG�LGHQWLW\�WKHIW�WR�ODZ�HQIRUFHPHQW��WKH�)7&��RU�WKH�2UHJRQ�2൶FH�RI�WKH�$WWRUQH\�
*HQHUDO�DW��2UHJRQ�'HSDUWPHQW�RI�-XVWLFH�������&RXUW�6W�1(��6DOHP��25������������������������KWWSV���ZZZ�GRM�VWDWH�RU�XV��

Rhode Island Residents��<RX�KDYH�WKH�ULJKW�WR�REWDLQ�DQ\�SROLFH�UHSRUW�¿OHG�UHJDUGLQJ�WKLV�LQFLGHQW��<RX�DOVR�KDYH�WKH�ULJKW�
WR�¿OH�DQG�REWDLQ�D�FRS\�RI�D�SROLFH�UHSRUW�LI�\RX�DUH�WKH�YLFWLP�RI�LGHQWLW\�WKHIW��<RX�FDQ�REWDLQ�DGGLWLRQDO�LQIRUPDWLRQ�DERXW�
LGHQWLW\�WKHIW�SUHYHQWLRQ�DQG�SURWHFWLRQ�IURP�WKH�5KRGH�,VODQG�$WWRUQH\�*HQHUDO������6RXWK�0DLQ�6WUHHW��3URYLGHQFH��5,��������
��������������KWWS���ZZZ�ULDJ�UL�JRY��

IDENTITY PROTECTION REFERENCE GUIDE (INTERNATIONAL)

Review \RXU�&UHGLW�3UR¿OH�� ,I�\RXU�FRXQWU\�KDV�D�SXEOLFO\�DYDLODEOH�FUHGLW�EXUHDX��ZH�ZRXOG� UHFRPPHQG� WKDW�\RX� UHPDLQ�
YLJLODQW�E\�PRQLWRULQJ�XVH�RI�\RXU�FUHGLW�SUR¿OH�

Monitor Your Financial Accounts.�:H�HQFRXUDJH�\RX�WR�FDUHIXOO\�PRQLWRU�\RXU�¿QDQFLDO�DFFRXQW�VWDWHPHQWV�IRU�IUDXGXOHQW�
DFWLYLW\�DQG�UHSRUW�DQ\WKLQJ�VXVSLFLRXV�WR�WKH�UHVSHFWLYH�¿QDQFLDO�LQVWLWXWLRQ�

Watch For Signs of Identity Theft or Fraud.� ,GHQWLW\� WKLHYHV�PD\�IDFLOLWDWH� ORDQV��SXUFKDVHV��RU�RWKHU� WUDQVDFWLRQV� LQ�\RXU�
QDPH�±�EH�DZDUH�RI�DQ\�FRUUHVSRQGHQFH�\RX�UHFHLYH�DERXW�D�WUDQVDFWLRQ�\RX�GLG�QRW�PDNH��RU�D�SDVW�GXH�DFFRXQW�RU�FKDUJH�\RX�
GR�QRW�UHFRJQL]H�

Keep Your Devices Secure.�6HFXUHO\�PDLQWDLQ�\RXU�VPDUW�SKRQHV��ODSWRSV��WDEOHWV��DQG�RWKHU�GHYLFHV�LQ�\RXU�SRVVHVVLRQ�RU�VDIHO\�
VWRUH�WKHP�DZD\�

International Online Resources

&DQDGD��KWWSV���ZZZ�FDQDGD�FD�HQ�VHUYLFHV�¿QDQFH�IUDXG�KWPO

&RVWD�5LFD��KWWSV���ZZZ�EDQFREFU�FRP�ZSV�SRUWDO�EFU�EDQFREFU�VRSRUWH�VHJXULGDG�

(XURSH��KWWSV���ZZZ�HXURSRO�HXURSD�HX�DFWLYLWLHV�VHUYLFHV�SXEOLF�DZDUHQHVV�DQG�SUHYHQWLRQ�JXLGHV�WLSV�DQG�DGYLFH�WR�SUHYHQW�
LGHQWLW\�WKHIW�KDSSHQLQJ�WR�\RX

,QGLD��KWWS���F\EHUSROLFHEDQJDORUH�QLF�LQ�GRV�DQG�GRQWV�GQG�IDPLOLHV�KWPO

-DSDQ��KWWSV���ZZZ�M�FUHGLW�RU�MS�FXVWRPHU�

6LQJDSRUH��KWWSV���ZZZ�JRY�LO�HQ�'HSDUWPHQWV�SXEOLFDWLRQV�UHSRUWV�LGHQWLW\BWKHIWBRQOLQH

7DLZDQ��KWWSV���ZZZ�DLW�RUJ�WZ�]KWZ�YLVDV�]K�FRPEDWLQJ�IUDXG�]K�YLFWLP�RQOLQH�VFDP�]K�

8QLWHG�.LQJGRP��KWWSV���LFR�RUJ�XN�\RXU�GDWD�PDWWHUV�LGHQWLW\�WKHIW�


