
 

 

July 22, 2020 

  

 

 ME,  

 

Re: Notice of Data Breach  

Dear   

We are writing to notify you of an incident that may affect the privacy of some of your 
information. We take this incident very seriously and are providing you with details of the 
incident and the resources available to you to help protect your information from possible 
misuse.   

On June 22, 2020, Castlight Health discovered an automated attack using stolen usernames 
and passwords to attempt to login to multiple services on June 22, 2020. Since your 
Castlight account used the same login credentials that were compromised, a breach of your 
Personal Information occurred. We immediately initiated an investigation and performed a 
diligent review to determine what information may have been impacted as a result of the 
security incident. As a result of our investigation, we learned that certain personal 
information was potentially accessed and/or disclosed.  

The information that may have been accessed are your email address associated with your 
Castlight account, the password associated with your Castlight account, your first and last 
name, accumulator information, health savings account balance, summary level recent 
claims, health care provider details, and an explanation of your health plan benefits.  

Information privacy and security are among our highest priorities. Upon learning of this 
incident, we took action by:  

• Immediately locking your account;  
• Initiating a forensics security investigation; 
• To the extent applicable, reversing any inappropriate actions completed on your 

account; and  
• Implementing enhanced security monitoring and refining network protections to 

limit such automated attacks.  

Castlight Health maintains strict security measures in place to protect any information in our 
possession, and we are currently reviewing those security measures in response to this 
incident to identify and implement any potential enhancements.  

 

What You Can Do 

You may wish to take the following steps to protect yourself: 






