
Appendix 
 

On November 10, 2020, Indigo Contracting LLC identified a ransomware infection in its 
network.  Upon learning this, Indigo retained Baker & Hostetler, LLP to provide legal advice and 
assistance investigating and responding to the incident.  BakerHostetler then engaged 
cybersecurity consultants to conduct a forensic investigation to assist BakerHostetler in 
providing legal advice to Bosley.   

 
On November 19, 2020, the forensic investigation identified unauthorized access to 

Indigo’s email system.  The email account was searched for any personal information.  On 
January 20, 2021, Indigo identified the personal information of one Maine resident in the email 
account. The information included the individual’s name and driver’s license number.   

 
On April 6, 2021, Indigo mailed a notification letter to the Maine resident pursuant to 10 

M.R.S.A §§ 1346-1350-B.1  A copy of the notification letter is attached.  Indigo is offering the 
individual a one-year membership to credit monitoring and identity protection services.  

 
To help prevent something like this from happening again, Indigo has updated passwords 

and implemented additional security safeguards and controls in its network infrastructure. 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

1 This report does not waive Indigo’s objection that Maine lacks personal jurisdiction over it related to any 
claims that may arise from this incident. 

 
 
 










	ME AG Appendix - Indigo 4813-3783-4981 v.1.pdf
	On November 10, 2020, Indigo Contracting LLC identified a ransomware infection in its network.  Upon learning this, Indigo retained Baker & Hostetler, LLP to provide legal advice and assistance investigating and responding to the incident.  BakerHoste...
	On November 19, 2020, the forensic investigation identified unauthorized access to Indigo’s email system.  The email account was searched for any personal information.  On January 20, 2021, Indigo identified the personal information of one Maine resid...
	On April 6, 2021, Indigo mailed a notification letter to the Maine resident pursuant to 10 M.R.S.A §§ 1346-1350-B.1  A copy of the notification letter is attached.  Indigo is offering the individual a one-year membership to credit monitoring and ident...
	To help prevent something like this from happening again, Indigo has updated passwords and implemented additional security safeguards and controls in its network infrastructure.

	Sample Notice Letter - redacted.pdf

