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December 18, 2020 

Attorney General Aaron Frey 
Office of the Maine Attorney General 
6 State House Station 
Augusta, ME 04333 

Dear Attorney General Frey:

On behalf of our client, BlueCross BlueShield of Tennessee, Inc. (“BlueCross”), and 
pursuant to 10 M.R.S. § 1348(5), we are writing to notify your office that BlueCross’s 
vendor, EyeMed Vision Care, LLC (“EyeMed”), was the victim of a cyberattack in which 
your state’s residents’ personal information may have been compromised. EyeMed is 
BlueCross’s business associate (as defined by the Health Insurance Portability and 
Accountability Act of 1996 and its implementing regulations (“HIPAA”)).  

It is our understanding that EyeMed notified your office of the breach on September 28, 
2020, and updated its notification on November 30, 2020. Copies of these notices are 
attached to this letter. BlueCross has made zero (0) breach notifications to the Office of 
the Maine Attorney General in the past twelve (12) months.  

Total Number and number of Maine residents affected: A total of 1,340 BlueCross 
members may have been affected by the breach of EyeMed’s systems, of which three (3) 
BlueCross members reside in Maine. 

Description of the breach: EyeMed notified BlueCross that on July 1, 2020, EyeMed 
discovered that an unauthorized individual gained access to one of EyeMed’s email 
mailboxes and sent phishing emails to email addresses contained in the mailbox’s address 
book. EyeMed further advised us that it took immediate steps to block the unauthorized 
individual’s access to the mailbox and secured the mailbox. EyeMed’s investigation 
showed that someone may have accessed personal information of some of BlueCross’s 
members. 

Date and timeframe breach occurred; Date breach discovered: EyeMed reported to 
BlueCross that the individual gained access on June 24, 2020, and access was terminated 
on July 1, 2020. BlueCross learned the identities of its members that may have been 
impacted by this breach on November 9, 2020.  
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Remedial steps: EyeMed reported to us that it launched an investigation and hired a 
cybersecurity firm to assist in its efforts and that it took prompt action to mitigate any 
potential harmful effects of the incident, including:  

• Changed password/strengthened password requirements 
• Created a new/updated Security Rule Risk Management Plan 
• Implemented new technical safeguards 
• Implemented technical and nontechnical evaluations 
• Mandatory security awareness training for its employees 

Categories of personal information subject to the breach: EyeMed has reported that 
the personal information that may have been accessed includes full name, date of birth, 
physical address, phone number, social security number, health plan information, member 
ID, and treatment information.  

Date of notification to Maine residents: BlueCross notified the Maine residents of 
EyeMed’s cyberattack in a letter postmarked December 9, 2020. A copy of the notice letter 
is attached to this email.  

Identity theft protection and credit monitoring services offered: BlueCross is offering 
the Maine residents affected by this cyberattack Experian’s IdentityWorks Credit 1B 
service at no cost. The services include credit reports, credit monitoring, and identity 
restoration. 

If you have any questions about this notification, please contact me at (312) 212-8676 or 
heidi@jayaramlaw.com.  

Sincerely, 

 

Heidi Yernberg 

 

 

 



 
 
 
 
 

ATTACHMENTS 



 

 
 

 
 
<Date>      
          
 
 
<First Name> <Last Name> 
<Address 1> 
<Address 2> 
<City>, <State> <Zip> 
 
 
 
Dear <First Name>,  
 
We’re serious about protecting your personal information. And we want to be open with you when 
there’s a concern. That’s why we’re reaching out to let you know about a privacy issue. On 
November 9, 2020, our vendor, EyeMed, let us know it was the victim of a cyberattack. EyeMed 
provides vision care for our members, and that’s why they had your information.  

What information was involved?  

Someone could have found one or more of these facts about you:   

• Name 
• Date of birth 
• Physical address 
• Phone number 
• Social Security number 
• Health plan information 
• Member ID 
• Treatment information 

 
What happened?  

On July 1, 2020, EyeMed found out someone illegally accessed its email mailbox and sent 
phishing emails to addresses within the company. After discovering this incident, EyeMed hired a 
cybersecurity firm to investigate. The investigation showed someone may have gotten some of 
your personal information. At this point, we’re not aware of any fraud or misuse of any of your 
personal information as a result of this incident, but we still want to make sure you know about it.  

What we’re doing about it 

We’ll keep you up to date on this issue. EyeMed has taken immediate steps to enhance 
protections for the information it has, including mandatory security awareness training for its 
employees.  

To help protect you even more, we want to encourage you to use Experian’s IdentityWorks Credit 
1B service at no extra cost to you. Your member code to sign up is <Member Code>. 



 
 

 

Other tips to help you protect your information 

The Federal Trade Commission’s website, consumer.ftc.gov, lists steps you can take to help 
protect your information and your privacy. You may also contact the credit reporting companies 
listed below to order your free annual credit reports, place a 90-day fraud alert on your credit file 
or place a security freeze on your credit file:   

• Equifax: 1-800-525-6285 
• Experian: 1- 888-397-3742 
• TransUnion: 1-800-680-7289 
•  

We’re here to help. If you have any questions about this letter, please call us at 1-888-455-3824 
between 8:30 a.m. and 4:30 p.m. ET, Monday through Friday, or email us at 
Privacy_Office@BCBST.com. 

 

Best of Health,  

Sharon Saville  
Privacy Analyst 
BlueCross BlueShield of Tennessee Privacy Office 

  



 
 

 

Activate IdentityWorks Credit 1B Now in Two Easy Steps: 
 

1. Go to experianidworks.com/creditbcbst and enroll by January 31, 
2021. Your code won’t work after this date. 

2. Enter the following information: 
Engagement Code DB005315 
Plan Name: BlueCross BlueShield of Tennessee 
Activation Code:  <member code> 

 
If you have questions or you’d like to enroll by phone, please call Experian at 1-
866-926-9803 and mention the information above. 
 
You don’t need a credit card to enroll. Here’s some more information about 
IdentityWorks Credit 1B:   
 

• Experian credit report at signup: See what information is on your 
Experian credit file.  On-demand reports are available for online 
members and quarterly for offline members. 

• Credit Monitoring: Actively monitors your Experian credit file for changes 
to your credit file. 

• Identity Restoration: Identity Restoration agents are available to help you 
address credit and non-credit related fraud. 

• Experian IdentityWorks ExtendCARETM:  You receive the same high-
level of Identity Restoration support even after your Experian 
IdentityWorks membership has expired. 

• Up to $1 Million Identity Theft Insurance*:  Provides reimbursement for 
stolen funds linked to unauthorized electronic funds transfers, lost wages, 
and expenses for third party assistance for CPAs, legal defense, and 
more. 

 
Once you’ve enrolled, you should review your credit report for anything that 
looks inaccurate or suspicious.  If you have any questions about IdentityWorks 
Credit 1B, or if you need help understanding something on your credit report, or 
if you think an item on your credit report may be fraudulent, please contact 
Experian at 1-866-926-9803. 
 
* Identity theft insurance is underwritten by insurance company subsidiaries or affiliates of American International Group, Inc. 
(AIG). The description herein is a summary and intended for informational purposes only and does not include all terms, conditions 
and exclusions of the policies described. Please refer to the actual policies for terms, conditions, and exclusions of coverage. 
Coverage may not be available in all jurisdictions. View Summary of Benefits. 

 

 



 
 

 
 



OFFICEOFTHE 

Maine Attorney General 

Maine Security Breach Reporting Form 
Thank you for submitting the breach details through this reporting form. The information you have 

provided has been submitted to the agency. 

Please close this browser window. 

P NtVIUUS FINISH > 

© Copyright 2020, NIC, Inc. 



OFFICE OF THE 

Maine Attorney General 

Maine Security Breach Reporting Form - 
Review 

 

 

EDIT 

 

Type of Organization (Please select Other Commercial 

one) 

Entity Name EyeMed Vision Care  LLC 

Street Address 4000 Luxottica PI 

City Mason 

State, or Country if outside the US Ohio 

Zip Code 45040-8114 

Name Jason Groppe 

Title Chief Privacy Officer (NA.) 

Telephone Number 513-630-7600 
Email Address jgroppe@luxotticaretail.com 

Relationship to entity whose Chief Privacy Officer (NA.) 

information was compromised 

Total number of persons affected  

(including Maine residents) 

Total number of Maine residents  

affected 

Date(s) Breach Occurred 06/24/2020-07/01/2020 

Date Breach Discovered 07/01/2020 

Description of the Breach (please Other 
check all that apply) 

If other, please specify Unauthorized access 

Information Acquired  -  Name or other Social Security Number 

personal identifier in combination 

with (please check all that apply) 

Type of notification Written 

Date(s) of consumer notification 09/28/2020 

List dates of any previous (within 12 None 

months) breach notifications 

Were identity theft protection services Yes 
offered? 

If yes, please provide the duration, the EyeMed  is  providing complimentary identity monitoring to affected individuals for 

provider of the service and a brief two years through Kroll. The identity monitoring services include Credit 

description of the service Monitoring, Fraud Consultation, Identity Theft Restoration, and SSN Trace for 

minors. EyeMed is continuing to investigate the incident to determine which other 

HIPAA covered entities were potentially affected by the incident. EyeMed will keep 

the Attorney General's Office updated. 

 

< PREVIOUS CONTINUE TO SUBMIT FORM > 
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OFFI CE 01 1 HE 

Maine Attorney General 

Maine Security Breach Reporting 
Form - Review 

EDIT 

Type of Organization (Please 
select one) 
Entity Name 
Street Address 
City 
State, or Country if outside the 
US 
Zip Code 
Name 
Title 
Telephone Number 
Email Address 
Relationship to entity whose 
information was compromised 
Total number of persons 
affected (including Maine 
residents) 
Total number of Maine residents 
affected 
If the number of Maine 
residents exceeds 1,000, have 
the consumer reporting 
agencies been notified? 
Date(s) Breach Occurred 
Date Breach Discovered 
Description of the Breach 
(please check all that apply) 
If other, please specify 
Information Acquired - Name or 
other personal identifier in 
combination with (please check 
all that apply) 
Type of notification 
Date(s) of consumer notification 
List dates of any previous 
(within 12 months) breach 
notifications 
Were identity theft protection 
services offered? 
If yes, please provide the 
duration, the provider of the 
service and a brief description 
of the service 

Other Commercial 

EyeMed Vision Care LLC 
4000 Luxottica PI 
Mason 
Ohio 

45040-8114 
Jason Groppe 
Chief Privacy Officer (NA.) 
513-630-7600 
jgroppe@luxotticaretail.com 
Chief Privacy Officer (N.A.) 

2,329,942 

23,057 

Yes 

06/24/2020-07/01/2020 
07/01/2020 
Other 

Unauthorized access 
Social Security Number 

Written 
09/28/2020 
The initial notification of this incident was filed on September 28, 
2020. 

Yes 

This response was previously provided in the report filed on 
September 28, 2020. 

< PREVIOUS CONTINUE TO SUBMIT FORM > 

© Copyright 2020, NIC, Inc. 



oi•i•icEror HE 
Maine Attorney General 

Maine Security Breach Reporting Form 
Thank you for submitting the breach details through this reporting form. The information 

you have provided has been submitted to the agency. 

Please close this browser window. 

PPEVIOUS FINISH > 

© Copyright 2020, NIC, Inc. 
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